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B LEJIHX HpOTHBOﬂeHCTBHH HGBEKOHHI:IM CIJHHRII&‘:O“BI:IM*DHE[)E!HHHM

B cBA3M C IpPUMEHCHHWEM JIMIAMHM, [OJIB3YIOIIMMHCH ycnyramu O6mmecTBa ¢ OrpaHHYEHHOM
OTBETCTBEHHOCTBKO «MUKpoKpenuTHas Komnanus CTpoTman» (fanee COOTBETCTBEHHO — «KiMeHTH» W
«OBIIecTBO»), ABTOMATU3MPOBAHHBIX CHCTEM IUIA MONYYeHHs, TOArOTOBKM, 00paboTKH, mepenadu u
XpaHeHus B 37ekTpoHHoll dopMe wuHpopmaumu (danee COOTBETCTBEHHO — «ABTOMAaTH3HPOBAHHBIC
CHCTEMBI» U «3alluiiaeMas HHpopMaLHs»):

e cojepiKaIeii MepcoHalbHEIC JaHHBIE KIIMECHTa;
e cojepkauielcs B AOKYMEHTaX, COCTABISCMbIX IPH OCYIIECTBICHUH QUHAHCOBLIX OTIepalIvH;
e HeoOXOAWMOH 11719 aBTOpM3ALMM B LEMAX OCYIIECTBACHMA (MHAHCOBBIX OMeparyid |

YAOCTOBEPEHUS TIPaBa PACTIOPSIKATECA ACHEKHBIMU CPEICTBAMH MITH MHBIM HMYILIECTBOM,

e 00 OCYLIECTRICHHEIX (GHHAHCOBBIX OIEPALIMAX.
O6mectBo npeaynpexkaacT KiMeHToB 0 He0GX0MMOCTH OCYIIECTRIATh 3AIMTY YKa3aHHOH HH(pOpPMaIiH
B CBA3M C HAJHMYMEM BOIMOMKHBIX PHCKOB IOJYYCHHS HECAHKIMOHMPOBAHHOIO JOCTYHNA K HEH C LIENBIO
ocylecTBiIeH!s GUHAHCOBBIX ONepaLMil NULAMH, HE 00JIAJAIOIMMH MPABOM VX OCYIIECTBIEHHS, U C 3TOH
HehI0 PEKOMEHIYET CHELYIOILCE:
L Jlns npeqoTBpaIneHHsi HECAHKIMOHHPOBAHHOTO [A0CTYyHa K 3amumaemoii mudopmauuu,
KOHTPOJIS KOH(HIYpPAUHH YCTPOHCTBA, ¢ MCMOJb30BaHHEM KOTOporo KiameHTOM COBEpIIANOTCS
AefiCTBHA B 1eNISIX OCYIIECTBIAEHHS (PHHAHCOBOMH ONepaum:
1.1.  He coofmars NocTOPOHHHMM JIMIAM, B TOM HHCIIE B HH()OPMALMOHHO-TEIEKOMMYHHKAIIHOHHON CETH
«VIHTEpHETY, TIepPCOHABHEIE JaHHBIC Wik HHPOPMAIMIO O (PMHAHCOBBIX ONepalusX, 0 OaHKOBCKHX KapTax
(cueTax), TOTMHEI M TAPOJH JOCTYIIOB, HCTOPHEO OLEPALIHii, TaK KaK 3TH AaHHBEIE MOTYT OBIT ICPCXBaYCHE]
3OYMEIIINICHHMKAME U HCTIONB30BAHbI UIS TIOMyYeHHs A0CTYTiA K 3allHIaeMoi HEGOpMaliH.
12. He 3amuceIBaTh TOTHH M Mapollk Ha Gymare, MOHMTOPE, K/aBHaType U MHBIX ycTpoiicTax (fanee —
«YCTPOMCTBOY), ¢ HCIOJIB30BAHHEM KOTOPBIX OCYIIECTBIISIOTCS (QHUHAHCOBBIC ONCPALMH.
13. He ucnons3oBats GYHKUMIO 3aOMHUHAHKS JIOTHHA H IIAPOJIA.
14. He ucnons3oBaTh OHHAKOBEIE JIOTHH U 11aPOJIb AT I0CTYMNA K Pa3iMYHBIM CHCTEMaM.
15. Mcrnonp3oBarh CIOKHOCOCTABHEIC TAPOIH, KOTOPbIE COAEPIKAT NPOIMCHEIC H CTPOUHBIE OYKBEHI, a
TAKKE CTIELUATHHBIE CHMBOJEL, M HE COCTOSAT HCKIFOYHTEIBHO W3 HMEH, HOMEPOB Te/Ie(QOHOB M MaMATHLIX
Jar.
1.6. PerynspHo NpoU3BOAHTE CMEHY ITapone.
17. Tlo BO3MOKHOCTH COBEpIIATh OINEPALMH TOJIBKO CO CBOETO JIMYHOTO CPECTBA AOCTYyNA B LESJIAX
COXpaHEHMs KOH(HAEHUMAIBHOCTH NEPCOHANBHBIX IAHHEIX W HHO# 3allMmaeMoli HHbopMalmy,
18. 3apepmars ceaHc pabGoTHl C 3MEKTPOHHBIMHM CETEBBIMH PECYPCAMH, MCTIONB3YS COOTBETCTBYHOIIMH
MyHKT MeHIO (HanpuMep, «BeriTi).
1.9. Ilpu nepepate MHGOPMAIMHK C MCIIONB30BAHMEM YY/KHX KOMIBIOTCPOB HIIH MHEIX CPEACTB ,[lOCT}’I‘la
He COXpaHATh HA HHX [EPCOHaIbHBIC NAaHHEIE M JIPYTyl0 MHpOpMAaLMIo, a MOCie 3aBeplieHus Beex
oniepalwii y6eUTECs, 4T MePCOHabHEIC JaHHEIE U Apyras HHPOPMAIMs He COXPAHUIIUCE.
1.10. He nepenaBaTh HUKaKOi HepCOHATBEHON ¥ HHOM KOH(MICHUMANBHOH HHGOPMALIHH NPH MOTYYeHHH
nMceM TIO BIEKTPOHHOM TouTe OT AKOOBI MpeAcTaBUTENEH GaHKOB M MHBEIX (DMHAHCOBBIX OpraHM3allMH,
€CJTH MOJIYUYEeHHE TaKUX MHCeM MHHIIMMPOBaHO He Bamu.
1.11. He riepexoiuTs [0 CCHUIKAM B TAKUX TTMChMaX, HE OTKPBIBATh BIIOKCHHBIE MPHIIOKEHHS, OCKOJIbKY
TaKHe PECyPChl MOTYT COJIEPIKATH BPEIOHOCHOE IIporpaMMHoe obecrieteHue).
1.12. He 3BoHuTS 10 TenedoHaM, YKa3aHHEIM B MOJOOHEIX MUCHMaX W HE OTBEYATh HA HHUX.
1.13. Jl1s1 CBSI3M KCTIONB30BATh HOMepa Tee(OHOB M 3IIEKTPOHHHIE a/ipeca, yKasaHHBIC Ha O(HUIMabHBIX
caiiTax BianenbleB QUHAHCOBEIX CEPBUCOB.
1.14. Tlpu perucTpalMM Ha HHTepHET-caiiTaX BCerJa W3MEHATh Mapoji¥, KOTOPHE MPUXOnAT Bam o
3/IEKTPOHHOM ToyTe.




1.15. KoHTponmupoBaTh KOHQUIYPAlMIO YCTPOMCTBA, C MCIIOJb30BAHHEM KOTOPOTO COBEPIIAIOTCH
NICHCTBHA B ILEIAX OCYLIECTBIEHMs (uHAaHCOBOW onepauuu. He 3amyckaTs Ha CBOEM KOMIIBIOTEPE,
TeneoHEe W/MIMM  WHOM  YCTPOMCTBE, COHEp)KaIleM aBTOMATH3MPOBAHHYK)  CHCTEMY, HE
3aCIy)KHBAIOIIKX JIOBEPHUS HCTOUHHUKOB.

1.16. Mcronp30BaTh aHTHBHPYCHOE IPOTPaMMHOE OOECIIEYEHHE M MEIKCETEBBIE OJKPaHbI € LENBIO
CBOEBpPEMEHHOro 00Hapy KEHUs BO3/ICHCTBUS BPEAOHOCHOT0 KO/Ia

1.17. PerymapHo IpoM3BOJHTE OOHOBIEHHE CHCTEMHEIX H MPUKIATHBIX IPOrPAMMHBIX CPEJICTB.

1.18. B cnydae obHapy;KeHHs IOJO3PHTCIBHBIX [CHCTBHH, COBEPIICHHLIX B aBTOMATH3MPOBAHHOH
cHCTEMe YCTPoHCTRA, He3aMe IIHTENLHO CMEHUTD JIOTHH K IIapois 1 coobmuTs 06 stoM B ObI1IecTso.
1.19. Ilpm yrpare (moTepe, XHMINEHHH) KIMEHTOM YCTPOHCTBA, C MCIOJIB30BAHHEM KOTOPOTO MM
COBEPIIAMCH JIEWCTBHA B IEISX OCYINECTBICHHS (DHHAHCOBOH Omepalud — HE3AMEHTCIBLHO
cooBIMTEL 00 3TOM JOCTYITHBIME CpeacTBaMu cBs3u B OOImecTso.

120. IIpu HaIMYMK HECAHKIIMOHHPOBAHHEIX JEACTBHH C JIEHEKHBIME CPEIICTBAMH, HHBIX HE3aKOHHBIX
QMHAHCOBBIX omepanudii — He3aMEQIMTENBHO IIO/IaTh 3adBIEHHE O JaHHOM (akTe B
IPaBOOXPAHUTEIBHbIE OPTraHbl ¥ COXPaHUTh J0Ka3aTeIbCTBA TAKUX JCHCTBHI B yCTPOHCTBC.

2 Jlns 3aIMTBI 0T BO3/IeHCTBHS POrPaMMHBIX KOJOB, NMPHBOAAIMMX K HADYMEHH MTATHOIO
GYHKUMOHMPOBAHKSI  CPEACTBA  BBIYHCJIHTENLHOH  TeXHHKH  (BPeJOHOCHBIH KOn),
CBOEBPEMEHHOI0 00HADYKeHHs BO3[eHcTBHS BPeJ0HOCHOI0 KOJAAa B NEJAX MPOTHBOAEHCTBUA
HE3aKOHHBIM GUHAHCOBBIM OIICPALHAM:

21. B aBTOMarTu3MpoBaHHOM cucTeMe ycTpoicTBa KimeHTa JOKHBI NPHMEHATBCA TOTBKO
ounuansHO NPHOOPETEHHBIE CPEACTBA AHTUBUPYCHOHU 3AIUTHL.

22, VYcramoska M perymsipHoe OOHOBIEHHC CPEJCTB  AHTHBHPYCHOH  3allUTBI  JIOJDKHEI
OCYIIECTBIISATHCS B COOTBETCTBAH C TEXHHHYECKON NOKYMEHTAIIUEH,

23, B mensx obecneueHus AHTUBHPYCHOM 3aIMTHI TPOM3BOIMTCS AHTHBHPYCHBIH KOHTDPOJb
aBTOMATH3MPOBAaHHOM CHCTEMEL Y CTpOHCTRA.

24. O6s3aTeNb-HOMY aHTHBHPYCHOMY KOHTPOJIIO [OUICKHT BCS HHPOpMAIUs.

25. K mpuMeHeHHIO JIOMYCKaI0TCs TOJNBKO JHIEH3HOHHEIE AHTHBUPYCHBIE CPE/ICTBA.

26. Tlpu pabore ¢ MHEIMH HOCHTENSMH HHGOOPMAlMH HEOOXOAMMO TEpell HAYaloM paboThI
OCYIIECTBHTH HX MPOBEPKY Ha MPEIMET OTCYTCTBHS KOMIBIOTEPHBIX BUPYCOB.

2.7. 3ammTa OT BUPYCOB COCTOMT M3 HECKOJIBKHX 3TAIlOB:

. Ha mnepsoM 3rame BBIIONHSIOTCS pEryJspHbC MPOQHIAKTHYECKHEe paboThl IO
BBEIIBJICHHIO BUPYCOB;
. Ha BTOpOM STare MpOM3BOAHUTCS AHANH3 CHTYALMM MpOSBICHHS BHpYca (BHPYCOB) K
MPHYHHEI TTOSBJICHHUS;
. Ha TperbeM oTanme  BLIIOJHAETCS  YHWYTOXKEHWe BHpyca  (BHpYcoB) W3

ABTOMATH3UPOBAHHOM CHCTEMBI Y CTPOHCTBA;
28. SprnBIK Ui 3aImycKa aHTHBHPYCHOM IIPOTpaMMBl AOJKEH ObITh BEIHECEH HA OCHOBHOH SKpaH
VerpoiicTea.
29. OOHOBNEHHE AHTHBUPYCHBLIX TAKCTOB OCYIIECTBISETCS Ha TOCTOSHHON OCHOBE.
2.10. KiueHT HOMKEeH OCYMIECTBIATH PETYISPHEIH KOHTPOIL PabOTOCHOCOOHOCTH AHTUBHPYCHBIX
IporpamM, 00ECIEYHTh HEBO3MOKHOCTh CAMOBOILHOIO, TMOO HECAHKIHOHUPOBAHHOIO OTKIIOYICHUA
CpeZICTB aHTUBHPYCHOH 3aIIUTEL
2.11. Hacrpolika mapaMeTpoB CpeiCcTB aHTHBHPYCHOTO KOHTPOJIS OCYINECTBIAETCS B COOTBETCTBHH C
PYKOBOJICTBAMH TIO MPUMEHEHUIO KOHKPETHBIX aHTHBHPYCHBIX CPE/JICTB.
2.12. Ocofoe BHAMAHHE JOKHO OLITH VIENEHO aHTUBHPYCHOM (DUIBTpamyy TpaduKa 3IeKTPOHHOTO
MOYTOBOr0 0OMeHa.
2.13. Jlyurme#f npakTHKO# NBISETCS MOCTPOCHHE DINEIOHHPOBAHHOH [EHTPATH30BAHHONW CHCTEMBI
AHTHBHPYCHOH 3aIMMTEL, TPEIyCMaTPHBAIOIICH MCIIONB30BAHHE CPEJICTB AHTMBHPYCHOH 3alIATHI
pA3TIUHEIX TIPOM3BOJMTENEd H MX paslelbHYH0 YCTAHOBKY B a@BTOMATH3HPOBAHHOH CHCTEME,
ITOYTOBBIX pecypcax u MEKCETeBLIX dKpaHaxX.
214. AuTHBHMpyCHas TporpaMma JoJDKHa O0OcCIeumBaTh COXpaHEHHE Oe30IacHOr0 COCTOAHHS
ABTOMATH3UPOBAHHON CHCTEMEI IPH CBOMX COOSIX.




